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Gpg4win - a secure solution...
for file and email encryption. Gpgdwin (GNU Privacy Guard for Windows) is Free Software

and can be installed with just a few mouse clicks.

Discover Gpg4qwin Getting started Join the community
Leam what Gpgéwin is and read more about  We help you to use Gpgéwin. Leam the basics  Gpgéwin is Free Software. Join the
the features of our solution! about Gpgéwin and get in the world of community! We recommend subscribing to the
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B AVAR—SHEEILET DT, Next> 1 ZHvHILET,

Gpedwin Setup = o1x]

PG 4W|N Welcome to the installation of
Gpgdwin

Gpg4win is a installer package for Windows for EMail and file
encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supparted,
OpenPGP and 5/MIME. Gpg4win and the software incuded
with Gpg4win are Free Software.

Click Mext to continue.

This is Gpg4win version 2.3.0
file version 2.3.0.7965

release date 2015-11-24

e e

® SAtEUAREHEIZRAEL=L. Next> 129 vILET,

Gpedwin Setup ] 3

License Agreement
@ This software is licensed under the terms of the GNU General
Public License (GPL).

Press Page Down to see the rest of the agreement.

“pg4win consist of several independent developed packages, available under 3
different license conditions. Most of these packages however are available

under the GNU General Public License (GMU GPL). Commaon to &l is that they

are free to use without restrictions, may be modified and that modifications

may be distributed. If the source files {j.e. gpgdwin-src-x.y.z.exe) are

distributed along with the binaries and the use of the GNU GPL has been

pointed out, distribution is in in all cases possible.

What follows are the terms of the GMU GPL; for a list of individual
copyright and license notices please see the installed README file.

=

In short: You are allowed to run this software for any purpase. You may distribute it as long
as you give the redipients the same rights you have received.

Gpgdwin-2, 3.0
< Back




@D AVAP—=ILRRERINTIEENRTSNET DT, INext> 127V ILET,
(GnuPG UISNANDF vV ANTBE . FEBYINDAVA—LENFTHELR
SEIXAIRETY)

@Gpgiin Setup I [l

\ Choose Components
\ @ Choose which features of Gpg4win you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: [ Description
Paositiom your mouse:
[ Kieopatra OVEr & CoOmponent to
[Jera see jts description,
[ GpgoL
[ GpoEx

[ Gpa4win Compendium

Space required: 39.3MB

Gpgdwin-2, 3.0

< Back |ﬂ MNext = iI Cancel

ARV EEEIRT DEENRRINET DT, 1V RA—ILEERIRE.
[Next> 1Z2UvILET,
@Gpglin Setup I [0 S

Choose Install Location

R\ @ Choose the folder in which to install Gpg4win.

Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse
and select another folder, Click Next to continue.,

"Desﬁnaﬁon Folder

C:¥Program Files (x86)¥GNU¥GNUPG Browse... |

Space required: 39.3MB
Space available: 111.1GB

GROAWIN-2: 3.0

<o [T ] cone |




Q@ AVRP—LFTLavhARRENET DT, Next> 127 ILET

¥ Gpedwin Setup o ] 1

Install Options
\ @ Start links

Please select where Gpgdwin shall install links:

¥ Start Menu
[~ Desktop
™ Quick Launch Bar

(Only programs will be linked into the quick launch bar.)

Gpgdwin-2,3.0

conck [T | e |

LTOEEARTINET DT, Mnstall 19 v9§ BEA R —LERIELE
95,

% Gpedwin Setup =]

Choose Start Menu Folder
\ @ Choose a Start Menu folder for the Gpgdwin shortcuts,
Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder.

5pgwin)

Accessories

Administrative Tools

FUIITSU - T4 A7 LA DERE TS
FUIITSU - B3 =2 T 20183
FUIITSU - T Ry ERTE
FUIITSU - BN —F4U T4
Fujitsu Display Manager

Games

Gpg9win

Maintenance

Plugfree NETWORK

Printia XL Utility x|

Tullsaft Install System w2, 46-7.
< Back I Install II Cancel |




A AR —=ILASET LS., TNext> 129w ILET,

% Gpe dwin Setup O ] 5|
\"-, Installation Complete
\ @ Setup was completed successfully,
Completed

Show details |

Gpgdwin-Z, 3.0

= Back. Cancel |

@ TFinish1Z9)v o 5L BT ERYET,
X—E., N\VaAULBREEINET,
W Gpedwin Setup P ] [

GPGNWiN Completing the Gpgdwin Setup Wizard

‘Your computer must be restarted in order to complete the

installation of Gpg4win. Do you want to reboot now?

& Reboot now

€ Iwant to manually reboot later

< Bach: Cance! |

A EABSARTAOLFEBIYAH
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LKRFEFT> C¥GPG
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BI=OFFTITEZTHE TS,
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® UTOavoREEFL. av 7O T LT ARBI7AILVEREFELETAILSY

(DOBETRELEIAHILE) IZFREILET,
LETaATUR> cd C¥GPG

m

@ LLTOaTUREZETL. AFEI71)L (ens—publickey) M&HBZEFHERLET,
LFETavoRr> dir

.1'

a2

Co¥GRG T o

® UTDaTUREERITL. NHBI7/MI/L%E GPG IZTRYIAHET,

KEfTaVTUR>» gpg —import cns—public.key
CORET.BHELICRTINSE ID ZIEZTZEWL B ID &, 1 ITHRFEIXF

DI 1% =89 TI ., CCTlL. [4D615230 118 ID T9,




® UTOIATURERITL. OTRYRALELRBO I H—T)UMEHALET,
CDEE . ODRETFRXIEZ-BID FaTRFO—FIFERALET,
LETATUR> gpg ——fingerprint 4D615230

EELEICRRENI=T4oH =TI, OTCETITHEZZABSRARYAALED
T4V H—=T)RE—BTHIEHFERL TS,

@D mBEICOTRYAALZARBOEESZHRELET .

LIEDQMNE (T EER (TRTSLNI—FICANZERDD) TEHONET,

a) [FLHICLLTDIATURZETL. MERNEZRFRIBLET
KZETAYURE>  gpg —edit-key 4D615230

BRI R T, ERIEENFAD IEWSIRETHHEEHERLET,

b) BEIEEIZlgpg> IERTSNT=H LTDATUREETLET,
LETavUrE> trust

pib

[

10



c) MDA—HDHEEELL - JELVOIXENRTSIN, [HE-DREIL? 1ELSH
T M1I~TmIDENNEFANTEESICKOHONET DT, LTDEZAALET,
LKABDE> 5

it

d) T T IRYICCORZEMBIERLETHI? (W/N) IEBHNEDT, LTOIE
#AHDLFET,
KAHE> vy

THENIER L ETH? (N v

e) MERIEAMN T | LG0T LZMERL. LTDATURERITL, MERNEE K
TLEY,
LKETATUED quit

BEIZUTOaOTUREEFTL. O RTOVTMERTLET .
LKEFATUEY  exit

UETEABSARYT MO AFRBELAEXREITT T,
11



N Boon0—RL=z774ILDERREE

® F—EDFHrA—FK

FEABELARYANMIARINTNS, T—2774)L zip B TREF) &5 >0
—KRL. fBETBE. 200774 FhsEF M csvitlasc]) MBREINFET,

XA O—FIEEEDEMTRVEE A,

KT A HoO—RLI-ERIFEHRT 7ML DA FH diff 20150826.zip | T

C¥GPG A LA IZERELI-LDELET,
LfRBREZDIKED
C:GPG¥diff 20150826
':diﬁ:_201 50826.csv.asc
diff 20150826.csv

Q@ RA—rArZ—a—hBlavoR7OVThZREEL, av RO JhET, Ao0n
—RLf=T =32 REFLE74WL T (DDRIETRELEZ7HILE) IZBELET,
LKEFATURY> od C:¥GPGYdiff 20150826

Co¥LPOY¥dIF1_20

@ UTOIARURERITL. FooO—FI7/LERIELET
LZEfTavwor>» gpg —verify diff 20150826.csv.asc diff 20150826.csv
(THREBIFREET D277 NIZHHETEEL TS, £z, Nasc | T7MILEFEIZEE
L TLEESLY, )

CDEE ETHRBELTIELVEL IELVOXENKRREINSETHRLET,
A= LI D THEASNTWIGE X LTOIIITHREL*EL IEVLVIXE
ARTENET,

12



@ RZEICUTOaTUREERTL. O RTOVTRERTLET,
LKEFaAvTUr> exit

[Macintosh kfx]
A4 ELZBRIEAYIH(GPG Suite) DAV AR—JL

D Thttps://gpgtools.org/ IIZ7 AL [GPG Suite |Z2")voILET,

GPGTools - It's worth protecting what you love e

E' - | O hps://gpatools.org/ =
7o 7» iGoud Facshook Twlfiar O44R74Z Yahool APAN Z3-X7 sEBmT

‘O
o

GPGmo[s | crc sute | fonate | Nows + Open souce | Suppor | 4

GPG Suite Beta 6 e o e

In the 6th beta of GPG Suite we've pdated gnupg 1o version 2.0.27 and fixed some minor bugs.
workaround first released in Beta 5 for smart card support under Yosemite seems to be working
quite well and we haven't heard of any new problems.

We encourage all of our users to install this release.
GPG Sulte Beta 6 runs on OS X 10.6 and newer.

Please report any issues you find on our support platform.
GPG Sute Beta 6
ure, piease download and import our Lpdated kew)

38506858605

@ [Download GPG Suite JZ%")yoL. F9oO0—KRETLVET,

GPGTools - It's worth protecting what you love -
<> L,L_Unum/lgpgwusovg/ - - - ) < Bl (O]
DO # 7»7N iCloud Facebook Twitter DAFAF(P Yahoo! APAN —2-Xv BEIS~
1t's worth protecting what you love

§§ GPG Suite

Everything you need to get started with For OS X 10.10 Yosemite
secure communtwtbn and encrypting files Compatibie back to OS X 10.6
in one simple package.

Use GPG Suite to encrypt, decrypt, sign + Download GPG Suite
messages. Manage your GPG Keychain.

decrypt, sign
OpenPGP with a few simple clicks.

GPG Keychain
is an open source application for Mac OS X. It
allows you to manage your OpenPGP keys.

Create and modify your keys and import the

13



@ GPG Suite DFH>O—KI77/4ILED)vIL, A1V Ab—)LEEZZR L. Mnstall 1%
299 LFET,

L8O6. _______ GPGsSuite

GPG Suite

GPGTOOLS
@ pMEBRRS. (HIHIEIVILET,

&5 ZF GPG Suite Ak —3~

Thanks for installing GPG Suite
e [FLsIC
® VA — Loy | Use GPG Suite to encrypt, decrypt, sign
and verify files or messages. Manage your
® A ~— L OS] GPG Keychain with a few simply clicks and
®1TVAF—N experience the full power of GPG easier
then ever before on a Mac.

® R

GPG Suite includes:
GPGMail

GPG Keychain
GPGServices
GPGPreferences
MacGPG2

GPG™ s | &5 |

14



® BEEORNBEERL.[1VRN—ILIZYIYITDHE AV AN ILARIRENET,
AR IVEFZZEBTITAEEIE TAVRM=ILEEZZE 170) v oL TLIESWY,)

806 GPG Suite D A ~—Jb &

“Macintosh HD"ICIREE-f > X b —JL

e FLsHIC

& 1A F—ILEORR CZOEEICIE, DY 21— LEIC 55.1 MB OISA S

& -« A =L OEE S

® TAR=I F ¢ AZ7*Macintosh HD"[CC DY 7 =9 T P EESET

@ = YAR—NTBICE., AU AR—IETUNSGLT
<IEEL,

TUAR—IEEEE...

GPG™  wrx  m [me]

® AVAM—ILDTETLI=CEERESEL, TRACLS1E9YYILET,
800 GPG Suite D1 >/ A=) =
AVAP=ILBETULELE.

That's it.
e FL#Ic

e A XA —ILEOREIR .
If you are new to GPG Suite, we suggest

e A YA +—ILOEM to carefully read our Quickstart Tutorial.
e1YAR—=I
o #HE GPGTools - it's worth protecting what you love

GPGs s mos

A EABSARYMOLFEEIYAHA

O TEABSARYVAMICTIEAL, RSN TWSARBOT—4%23E—LT. T
FRARNIT7AIVELTRELET , COT7MILDRRABI7MILERYET,
BEREFSH. I7MVBIFHITERTY . CCTREREZRENUTOLIICHKE
ZL=EL T EBRBALET,
LKIRFEZ/FT>  /Users/testuser/Documents/gpg
LIT7A4ILE > cns—publickey

15



X T7AINVERETIRIE AZa—N\—DITr—2yh 1 =2 —%FIRL. FETF
ArTREFL TS,
F. BELICRRTINTWS D40 H—T) UM IDEIF. CORDFIETREICG
BEHFTITEZTENTESLY,

EABSARTA L

@10 ADBI6230 FIZEZTBELNTEES

’EAT RSA 2048bit
\
=70k |F410 9E8Z TFOD E67C 4BAT 9470 4BCD §742 4DB1 5230 Ié—‘ LYo

nQENBFVOEOBCADQY rjUJHr T lonY [ RK/aPTSX0D rmTal b rbveF Oph e rkEj 25
sadGaKoleOpx [ j OHFuj u+g3PL+x8XpPmsd | OMGOATS8bZH nmlz 1 j GGNO aEmE/
wula¥ WHL /UG B T e AuRk/GMi K +Xc QX8 CBX i bU73/aPROUSHKO oUY A rmd i df 997 o —
L8BYS5WP i zcUDOP i THnmT52 Al puk)Oni 7HALE XHoy it yms [ 1+v+7LP+0vecSbzFu : t - L -CT # x l~ 77 ’r } l/
YOECBUKC2ZD8aH | 9F NMuveuh ruGHFS/ GEXBHE Ke8uME THROCZmin oGN7 ze comdc
MvKSBSTRJeHwaj rGoRe/ <0 deX [SapvSEOMwABEBAMGD JEShdG | vbiFs [FRheCBB —_ == 3

e Fa 22 3ke029ycGIyYHR | IED b | cokBOAQTAQTAL UCYYA TR [bAwYLCOSHAW G — 'ﬁ E\E LJ 2 [j- T— 9 A —c ~ 1% #
FO=CCOoLEEYCAWECHECF4AACEKOSB2H ok 1 HUj CuZhgh i ABGDrVc | btW9Z8 CySLE
1 BSpFG3oZbLDAT Y+xbryrt f J4sclSBN i5/k e g /Ald1 YoUSAT DL8PvXgRJ IOTEH > \
srbFsbdxRfFei 1533 jpKpdS1TYnCe0xGet 10) SFYwhwO MHEHRS TLL RUCNER B2 1§ L’—C < T‘ é L o
hj wbCGuRhenJ34 INHE j+ 28zURk et wl 1 GEIPL3 sUXXYT rlst ey T EpHyHIDHZT <6
st HPEOTS0ANeksU03 S1GnYohidxD7xdpdF/nd IxExGKDOmBN+ 1 /kEyynd88dv3ATI
bopVgQ+FM7t 2KOE lhancNT |sLIY0ZY Oy YuDAsY+NOBB2MIZT1+uul HBY aPOYY
T0== =KBME

HHEAR MHATR

@ N\YAVDOETIZHALaunchpad M5, T ZD 1 |-TF—IF )L 1 ZREL TS,

Safari ) UL > URAYH—

FaceTime Photo Booth iPhoto iMovie

iTunes iBooks App Store Numbers

v B
e —

bt Mission Control

Launchpad

CARmE

16



@

THFARITAYE

0 (=)

DVD JL—-¥v—

- r IF v /oiceOver TAUTA AirMac 271 UF «

7R
F—FI-YPILR

Bluetooth 77 T LX8 Audio MIDI BE

® UTOaATUREETL. A—3FILLET, 2RBI7MILERELETHILE (DDE

ETRFLIZALE) ICBELES,
KZEITATYUE>  cd /Users/testuser/Documents/gpg

® OO0 ﬁgpg—bash—80x24 -

Last login: Tue Sep H
NBTMDPCO4:~ testusers$|cd /Users/testuser/Documents/gpg |
NBTMDPC@4:gpg testuse

@ LUTOaATUREETL. A8 774 L (cns—publickey) B#p B LEHERLET,

LETATUE> s

Last login: Tue Sep 1 12:09:05 on ttys@@o
NBTMDPC@4:~ testuser$ cd_fllsers/testuser/Documents/gpg

estusery| 1s

cns—public.key |
NBTMDPC@4:gpg testuser$ [

® LTOATUREETL. AFEI7/IL%E GPG [CHIAHET .

LETavUr> gpg ——import cns—public.key
CORET.BELICH NSNS ID ZHEZ TZEWL, BID &, ZZB%EEA Tlkeyl

DABRIZRRENDIXFHITT, ZZTlE. M4D615230 1138 ID TY,

17



NBTMDPC@4:gpg testuser$|gpg ——import cns—public.key
gpg: keyring */Users/teSTUSET7 gNMuUpyg/SeCTrIng.-opy —created
gpg: keyring " /Users/testuser/.gnupg/pubring.gpg' created

gpg: :E:fiffffszffr/.gnupg/trustdb.gpg: trustdb created

gpg:| key 4D61523@: |public key "National Tax Agency Corporate Number" imported
gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

NBTMDPC@4:gpg testuser$

® UTDaTUREETL. OTHRAALEARBO I A—T) U e ALET,
CDLEE ODBRETFERITEZ B ID ZaIURFO—EITFERALET .
LEfTavror> gpg ——fingerprint 4D615230

NBTMDPC@4:gpg testuser$|gpg ——fingerprint 4D615230 |
pub 2048R/4D615230 20 5=¢5—IT

|Key fingerprint = F410 9E82 1F@D E67C 4BA1 947C 4BCD 87A2 4D61 5230 |
uid [ unknown] National Tax Agency Corporate Number

NBTMDPC@4:gpg testusers

EELEICRRTENETDOH—TIVUD, OCFRIEZ-EABSARTALED
T4 H—=T) =BT HIEEFEZRLTTELY,

@ BRRICOTRAALARBOEELERELET,
UBROMEFHFER(TOTSLNLI—HIZANERDD)TEDHONET
a) [FLHOICLUTOIATUFERTL, MERNEBERFMIBLET .
KZEfTAYUR>  gpg ——edit-key 4D615230

NBTMDPC@4:gpg testuser$|gpg ——edit-key 4D615230 |
gpg (GnuPG/MacGPG2) 2.0.78; Copyrig ree Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

pub 2048R/4D615230 H =05-11 expires: never usage: SC
trust: unknown validity: unknown
[ unknown] (1). National Tax Agency Corporate Number

gpg>

AIEEAIARE B Tl Ntrust I8 B A unknown]EWVSIRBETH A EEHEELE T,

b) E@EEIZlgpg> |ERTEINH LTODATUREETLET,
LETaATURE> trust

pub 2048R/4D615230 created: 2015-05-11 expires: never usage: SC
trust: unknown validity: unknown
[ unknown] (1). National Tax Agency Corporate Number
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c) [Please decide how:** JELNSIXEMERREIN. [Your decision? JELNVSRE T, 1]
~ Im] DENDIEAANTEEIIKOONFT DT, LTDEFXADLET,
LKANDE> 5

gpg> trust

pub 2048R/4D615230 created: 2015-05-11 expires: never usage: SC
trust: unknown validity: unknown

[ unknown] (1). National Tax Agency Corporate Number

Please decide how far you trust this user to correctly verify other users' keys
(by looking at passports, checking fingerprints from different sources, etc.)

I don't know or won't say
I do NOT trust

I trust marginally

I trust fully

I trust ultimately

back to the main menu

"Your decision? 5 I

d) #ElFT.Doyoureally *=- JELVINEMNRITIN, COREEFETIMEMbHN
HDT, UTDEZAALET,
LKABE> y

S UhWNPRP

Your decision? 5
Do you really want to set this key to ultimate trust?l(y/N) y I

e) [ltrust)IBHE HAlultimate |EEHT=CEFFEEL, LTDATUREEITL, MEERNLIE
=#RTLET,
LETavoE> quit

pub 2048R/4D61523@ - =A5-11 expires: never usage: SC
trust: ultimate validity: unknown

[ unknown] (1). National Tax Agency Corporate Number
Please note that the shown key validity is not necessarily correct
unless you restart the program.

gpg>f quith |

REICUTOOTURZETL OTURTAVTRERTLET,
LKEFATUE> exit

gpg> quit

NBTMDPC@4:gpg testuserﬂ exit I

LET ZABSARYACOLRABRIGAMEEILTT TY .

N BoO—R 774 )LDIREE
CITIEHGEABERARY AT 9o O—RLEREKRIERI7AILM, EFETESH
Z(HEASNTULELNE) REET 5 FIEZRLET,
® Fooa—FI7MIVEEEDEARICHEELET,
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XUTTEH.FOVA—FLEERIERI 71 )L DA FAT diff 20150826.2ip | T
/Users/testuser/Documents/gpg 74 LA IZfZELI=EDELET,
LPRRBRDINED
/Users/testuser/Documents/gpg/diff 20150826

diff 20150826.csv.asc
diff 20150826.csv

@ UTOaATUFREETL. F—SFIL LT ERIBEHRI7MILERELEZTHILE (DD
BETRELEIALD)ICEEILET,
LETaVYUR>» cd /Users/testuser/Documents/gpg/diff 20150826

® OO L] diff 20150826 — bash — 80x24 =

Last login: Tue Sep 1.12:29:26 on ttys@0®
NBTMDPC@4:~ testuser$|cd /Users/testuser/Documents/gpg/diff_20150826 |
NBTMDPC@4:diff_20150826 testusers$

Q@ LUTDaARURERTL. FVUA—RI7AVERIELET
LEfTavworE> gpg ——verify diff 20150826.csv.asc diff 20150826.csv
CRTHREBIIIREE S D77 MILICEOE TEEL T ZSW, =, Nasc | 77/ ILE IR
LTS, )

NBTMDPCO4:diff_20150826 testuser$|gpg —-verify diff_2@150826.csv.asc diff_2@150826.csv |
gpg: Signature made 7K 8/26 20:1IT3T Z0I5 JST USLING RSA REY 1D ZD015230

gpg: checking the trustdb

gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model

gpg: nthe 0 __valid: 1 __signed: A __trust: O
gpg:!Good signature from "National Tax Agency Corporate Number" [ultimate]l

NBTM T - BZ0 LestUsers

ZDEE, ETHEELLTIGood Signature JIELVI X ENRRINDEFHEELET,
F— AIohDHETHRIASN TG E(X,. LTOESIZIBAD Signature |ELVIXXE M
KIRSNFET,

NBTMDPCO4:diff_20150826 testuser$ gpg ——verify diff_20150826.csv.asc diff_20150826.csv

gpg: mwwxl—l
gpg: |BAD signature from "National Tax Agency Corporate Number" [ultimatel]

NBTMDPCO4:d1TT_ZW1508.726 testusers$

@ REICUTOATURERTL. F—IFLERTLEY,
KETATUREY  exit

NBTMDPC@4:diff_20150826 testuser$ gpg —-verify diff_20150826.csv.asc diff_20150826.csv
gpg: Signature made 7K 8/26 20:11:31 2015 JST using RSA key ID 4D615230

gpg: BAD signature from "National Tax Agency Corporate Number" [ultimatel
NBTMDPCQ4:diff_20150826 testuser$

NBTMDPCQ4:diff_20150826 testuse r$
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